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Zero-Trust Architecture & Design Trade-Offs

Zero-Trust Secure Backend & Identity Threat Detection - Portfolio Technical Dossier

Architectural Design & Security Engineering Trade-
Offs

1. System Architecture Overview

The Zero-Trust Secure Evidence Exchange & Identity Threat Detection System is designed from first principles around defense-in-
depth, zero-trust access verification, and empirical adversarial validation.

‘mermaid flowchart TD subgraph ClientLayer [Client & Identity Layer] A[User Browser / Forensic Client] -->|FIDO2 / WebAuthn Ceremony|
B(WebAuthn RP) A -->|OIDC Fallback| C(Authlib OIDC) B --> D[Token Service] C --> D D -->|Short-lived Access JWT 15m| E[API
Gateway] D -->|Rotating Refresh Token Family| F[(Token Family Store)] end

subgraph DefenseMiddleware [Security & Telemetry Middleware]
E --> G[Telemetry Extractor]
G -->|Engineered Vector| H[IsolationForest Anomaly Detector]
E --> I[AuthZ Enforcement Engine]

end

subgraph AuthZLayer [Fail-Secure Policy Engine]
-->|REST Query POST /vl/data/case_access| J{OPA Sidecar}
-->|200 OK + Decision| I
-.->|Timeout / 500 / Network Error| K[FAIL-SECURE: Unconditional DENY]
==> 1
end

subgraph DataProtection [Envelope Encryption & Storage]

-->|Allowed Action| L[Crypto Engine]
-->|Wrap/Unwrap DEK| M[HashiCorp Vault Transit]
-->|Field-Level AES-GCM| N[PII Cipher Engine]
--> O[(PostgreSQL Database)]

-->|Audit Event Log| P[(Append-Only Audit Log)]

2. Deep-Dive Architectural Trade-Offs

2.1 Why WebAuthn / Passkeys-First Primary Authentication?

« Phishing Resistance: Traditional passwords, SMS OTPs, and even TOTP authenticators are vulnerable to reverse-proxy adversary-
in-the-middle (AiTM) phishing frameworks (e.g. Evilginx). WebAuthn couples public-key cryptography to the TLS origin
(WEBAUTHN_ORIGIN), cryptographically binding the authentication assertion to the specific domain.

+ Hardware-Bound Identity: Private keys never leave the secure enclave or TPM of the client device. The backend stores only public
keys and monotonic signature counters (webauthn_sign_count) to detect cloned authenticators.

« Fallback Balance: OIDC federated fallback via Authlib supports enterprise IdP federation while maintaining short-lived tokens and
token family lineage.

2.2 Why Open Policy Agent (OPA) Over Hand-Rolled Application Logic?
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« Policy-as-Code vs Code-Smell: Hardcoded if user.role == ... checks spread across API route handlers quickly degrade, leading to
Broken Object Level Authorization (BOLA/IDOR) vulnerabilities. OPA decouples authorization rules into declarative Rego policies
(policies/case_access.rego).

« Unified RBAC + ABAC: Combines coarse role-based permissions with fine-grained attribute checks (e.g. user.id ==
case.assigned_analyst_id and classification clearance TLP:RED).

o Fail-Secure Architecture: The OPA client (src/authz/client.py) is engineered so that if the sidecar crashes, encounters network
partition, or times out, the authorization decision defaults unconditionally to DENY.

2.3 Why HashiCorp Vault Transit Envelope Encryption?
« Key Segregation: Encrypting large database tables with a single static symmetric key creates catastrophic single points of failure.
« Envelope Protocol:
o Aunique 256-bit AES-GCM Data Encryption Key (DEK) is generated per case file.
o The payload is encrypted with the DEK.
o The DEK is wrapped (encrypted) by Vault's Key Encryption Key (KEK).
¢ Only the wrapped DEK and ciphertext are stored in PostgreSQL.

« Field-Level Isolation: Sensitive subject Pll is encrypted individually (FieldCrypto), allowing unencrypted metadata ( itle, classification,
created_at) to remain indexed and queryable without leaking identities.

2.4 Why Precision & Contamination Matter in SecOps Anomaly Detection

o Alert Fatigue Prevention: In a Security Operations Center (SecOps), a high False Positive Rate (FPR) overwhelms analysts. Setting
the IsolationForest contamination rate at \%$ ($ ext{contamination}=0.04$) aligns with expected anomaly frequency, keeping benign
false positive rate low (.00\%$) while achieving high recall (\%$) across all attack categories.

« Multi-Dimensional Feature Space: Rather than relying solely on raw request counts, the model combines velocity, Haversine travel
velocity ($> 1,500% km/h for impossible travel), device fingerprint drift, off-hours z-scores, and endpoint entropy.
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STRIDE Threat Model & Control Specifications

Zero-Trust Secure Backend & Identity Threat Detection - Portfolio Technical Dossier

# STRIDE Threat Model: Zero-Trust Case-File Exchange

1. System Context & Overview

The Zero-Trust Secure Evidence Exchange provides a centralized, defense-in-depth platform for security analysts, incident responders,
and compliance auditors to upload, exchange, and process sensitive case files, incident evidence, memory dumps, and forensic notes
under stringent zero-trust guarantees.

Key Entities & Actors
o Security Analyst: Authorized operator creating and updating assigned case files and investigative notes.
o Security Auditor: Read-only actor reviewing case files and append-only audit trail logs.
« System Administrator: Operator managing user roles and system health.

« Untrusted Client / Adversary: External or compromised insider seeking unauthorized access, tampering, or data exfiltration.

2. Trust Boundaries & Data Flow Diagram (DFD)

[Untrusted Network / Client Browser]

Vv

[FastAPI Application Gateway & Telemetry Middleware]

Trust Boundary 2: Process & Logic Boundaries
+---> [AuthN Subsystem: WebAuthn / Token Store]

+---> [AuthZ Engine: Open Policy Agent Sidecar]

+---> [Crypto Engine: HashiCorp Vault Transit]

%
[PostgreSQL Database: Encrypted Records & Immutable Audit Log]

3. STRIDE Threat Analysis

Threat Description &

Category D Vulnerability Affected Asset / Schema Planned Mitigation / Control

Scenario

Spoofing THR- Stolen Access users , src/auth/tokens/ Unauthorized WebAuthn/Passkeys (FIDO2
SPOOF - Token / session public key auth), short-lived
o1 Credential impersonation JWT access tokens (15m),
Replay: and identity rotating refresh tokens with
Adversary takeover. token family lineage tracking,
intercepts or and IsolationForest anomaly
replays a bearer detection.

access token or
tries credential
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Category

Spoofing

Tampering

Tampering

Repudiation

Information
Disclosure

Threat
ID

THR-
SPOOF -
02

THR-
TAMP-
o1

THR-
TAMP-
02

THR-
REP-01

THR-
INFO-
o1
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Description &
Vulnerability
Scenario

stuffing against
weak
authentication
endpoints.

Refresh Token
Theft & Reuse:
Adversary
captures a long-
lived refresh
token and
attempts to
generate new
access tokens.

Insecure Direct
Object
Reference
(IDOR) & Case
Mutation: An
analyst
maliciously
modifies
case_files.id
payload or issues
PUT
/cases/{id} to
modify a case file
assigned to
another analyst.

Audit Log
Tampering /
Deletion: An
insider attempts
to alter or drop
rows from the
audit_log
table to cover
illicit activities.

Unattributed
Action / Missing
Actor
Attribution: A
user executes an
unauthorized
read or mutation
on a sensitive

TLP:RED case
file without
verifiable identity
and IP binding in
the audit log.

Database Dump
| Disk Storage
PII Exfiltration:
Direct
compromise or

Affected Asset / Schema

refresh_tokens

case_files.assigned_analyst_id ,
case_files.encrypted_content

audit_log

audit_log.actor_id ,
audit_log.timestamp ,
audit_log.client_ip

case_files.encrypted_content ,
case_files.encrypted_pii_subject

Persistent
unauthorized
access to the
case API.

Unauthorized
modification or
destruction of
forensic
evidence.

Loss of audit
integrity and
non-repudiation
failure.

Inability to
prove who
accessed or
altered
evidence
during forensic
triage.

Major breach of
sensitive
intelligence,
regulatory non-

Planned Mitigation / Control

Token Family Reuse
Detection: Replay of an
already-rotated refresh token
immediately revokes the entire
token family, invalidating all
sessions for that lineage.

OPA Attribute-Based Access
Control (ABAC): Evaluates

user.id ==
case.assigned_analyst_id
or role permissions in Rego
policies before permitting
update actions.

Append-only database
constraints, strictly no

UPDATE / DELETE API
endpoints exposed, write-on-
mutate middleware
architecture.

Mandatory audit logging on all
mutating and sensitive read
routes capturing actor_id ,
actor_role , action,
resource_id , client_ip ,
and timestamp .

HashiCorp Vault Envelope
Encryption: Unique Data
Encryption Key (DEK) per
case file encrypted under Vault
Key Encryption Key (KEK);
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Category

Information
Disclosure

Denial of
Service

Elevation of
Privilege

Elevation of
Privilege

THR-
INFO-
02

THR-
DOS-01

THR-
ELEV-
o1

THR-
ELEV-
02
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Description &
Vulnerability
Scenario

snapshot
extraction of the
PostgreSQL
database
exposes sensitive
forensic content
and subject PII.

Authorization
Policy Engine
Bypass on
Outage: When
Open Policy
Agent (OPA)
sidecar crashes
or network times
out, backend
logic erroneously
falls back to
permissive

access.

Authentication
Flood & MFA
Push-Bombing:
Automated
adversary
hammers
authentication
endpoints or
floods verification
requests to
exhaust API
workers or induce
fatigue.

Role Escalation
via JWT
Algorithm
Confusion:
Adversary crafts
a forged JWT with

alg: none or
replaces the
public key
signature with an
HMAC shared
secret.

Classification
Boundary
Escalation (TLP
Bypass): An
analyst cleared
only for

TLP:GREEN
attempts to query
or download

TLP:RED case
files.

Affected Asset / Schema

src/authz/

src/auth/

src/auth/tokens/

case_files.classification

compliance
(GDPR/HIPAA).

Complete
breach of
RBAC/ABAC
boundaries
under denial-of-
service
conditions.

Service
degradation
and analyst
fatigue leading
to accidental
approval.

Attacker gains
admin role
and full case

access.

Unauthorized
intelligence
disclosure to
uncleared
personnel.

Planned Mitigation / Control

field-level encryption on

encrypted_pii_subject .

Fail-Secure Architecture:

Hard requirement that any

OPA error, non-200 status,

timeout, or parsing error

unconditionally results in an

immediate DENY ( HTTP

403 ).

Request rate limiting, session-

level behavioral anomaly

detection

( IsolationForest ), and

cryptographic challenge-

response binding.

Explicit verification of
cryptographic signature
algorithms, strict key
validation, and SAST

(Semgrep) scanning in CI.

Fine-grained OPA ABAC

policies enforcing

classification clearance levels

against user token attributes.
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4. Trust Assumptions & Boundaries

1. Vault & Database Co-location: Vault and PostgreSQL run within protected internal infrastructure or container networks with mutual
TLS / restricted VPC access.

2. Sidecar Latency & Availability: OPA is deployed as a local sidecar ( localhost:8181 / container network). When unreachable, the
fail-secure rule must strictly prevent any request processing.

3. Synthetic Data Policy: All stored evidence, user names, and subject identifiers are 100% synthetic mock datasets to eliminate privacy
and compliance risks.
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OWASP ASVS v4.0 & MITRE ATT&CK Control Matrix

Zero-Trust Secure Backend & Identity Threat Detection - Portfolio Technical Dossier

# Security Control Mapping & Compliance Matrix

This document maps all architectural, cryptographic, and behavioral security controls implemented in the Zero-Trust Secure Evidence
Exchange to the threats identified in threat-model.md, the OWASP Application Security Verification Standard (ASVS) v4.0, and the
MITRE ATT&CK Enterprise Matrix (Identity & Access Techniques).

Control Mapping Matrix

Control Name

Target
Threat(s)

OWASP ASVS v4.0
Requirement

MITRE
ATT&CK
Technique

Implementation Module

Verification
Method

CTL-01

CTL-02

CTL-03

CTL-04

CTL-05

CTL-06

WebAuthn /
Passkeys
Primary AuthN

OAuth2 / OIDC
Federated
Fallback

Short-Lived
Access Tokens
(JWT)

Rotating Refresh
Token Family &
Reuse
Revocation

Open Policy
Agent (OPA)
Fine-Grained
RBAC/ABAC

Fail-Secure
Authorization
Engine Default

THR-
SPOOF -
e1 ,

THR-
DOS-01

THR-
SPOOF -
01

THR-
SPOOF -
o1,

THR-
ELEV-01

THR-
SPOOF -
02

THR-
TAMP -
Qo1 ,

THR-
ELEV-02

THR-
INFO-02

V2.1.1 (Verify user
authentication using
modern
authenticator
standards like
FIDO2/WebAuthn)

V2.7.1 (Verify
federated identity
providers conform
to OpenlID Connect
Core 1.0)

V3.5.2 (Verify
stateless tokens
have short validity
periods, e.g. 15
minutes)

V3.5.3 (Verify token
rotation and
immediate
invalidation upon
reuse detection)

V4.1.1 (Verify
access control is
enforced on a
trusted service
layer), V4.1.3 (Verify
least privilege)

V4.1.5 (Verify that
access control
decisions fail
securely with DENY
by default)

T1110 (Brute
Force),
T1078 (Valid
Accounts)

T1078 (Valid
Accounts)

T1550.001
(Application
Access
Token)

T1078 (Valid
Accounts),
T1552
(Unsecured
Credentials)

T1078 (Valid
Accounts)

T1562.001
(Disable or
Modify Tools)

src/auth/webauthn/

src/auth/oauth/

src/auth/tokens/

src/auth/tokens/service.py

policies/case_access.rego ,
src/authz/

src/authz/client.py

Automated
ceremony tests
via Playwright
virtual
authenticator &
Pytest
challenge-
response
validation.

Authlib OIDC
signature
validation &
nonce/state
verification unit
tests.

Expiration
assertion tests &
claims validation.

Pytest simulating
replay of a
retired refresh
token, verifying
entire token
family is
revoked.

Rego policy unit
tests + FastAPI
endpoint
authorization
matrices.

Explicit failure
simulation test:
mock OPA
connection
timeout/500 and
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MITRE
Control Target OWASP ASVS v4.0 Verification

Control Name ATT&CK Implementation Module
ID Threat(s) Requirement . ¥ Method
Technique

assert HTTP

403
Forbidden .
V6.2.1 (Verify all T1005 (Data Pytest asserting
. sensitive data is from Local raw PostgreSQL
Vault Transit
CTL-07 Envel THR- encrypted at rest System), / == 1 query returns
i nve op.e INFO-01 using strong T1552 e e ciphertext and
Encryption .
algorithms, e.g. (Unsecured wrapped DEK,
AES-256-GCM) Credentials) not plaintext.
. Pytest field
V6.2.2 (Verify detri
sensitive Pl fields T1005 (Data rounc-inp
Field-Level PII THR- o validation and
CTL-08 i are individually from Local src/crypto/field_crypto.py .
Encryption INFO-01 . database direct
encrypted prior to System)
column
storage) ) .
inspection.
Integration test
T1562.002 )
. . . asserting every
THR- V8.1.1 (Verify audit (Disable )
Append-Only . - - state mutation
) REP-01 , logs record actor, Windows src/api/audit.py ,
CTL-09 Immutable Audit . . and read
i THR- timestamp, action, Event src/models/audit_log.py
Logging . generates an
TAMP-02 and resource) Logging / ; .
) immutable audit
Tamper Audit)
record.
T1110.004 Multi-category
_ i V2.2.1 (Verify (PaSS\'NOI'd synthetic traffic
Behavioral . . Spraying), benchmark
i SPOOF - protection against - .
Identity Anomaly T1621 (MFA src/detection/ , evaluating
CTL-10 i o1 , automated attacks .
Detection Request src/telemetry/ Precision,
i THR- and anomalous .
(IsolationForest) Generation / Recall, and F1
DOS-01 access patterns)
Push- across all attack
Bombing) vectors.
Semgrep
rulesets
THR- V14.2.1 (Verify T1190 ( p/default ,
Continuous ELEV- automated security (Exploit p/owasp-top-
xploi
CTL-11 SAST & DAST o1, testing is integrated P bpl' Faci .github/workflows/ci.yml ten )and
Verification inCl  THR- into the build uplic-racing OWASP ZAP
o Application) .
TAMP-01 pipeline) baseline scan
execution in
GitHub Actions.

Synthetic Data Integrity & Verification Statement

In compliance with zero-trust privacy principles: - No production credentials, real private keys, or real human PIl exist anywhere in
this repository. - All user accounts, forensic case notes, IPs, MAC addresses, and subject profiles are generated synthetically by
deterministic generation fixtures ( scripts/generate_traffic/ ). - Documentation, benchmark numbers, and evaluation metrics are
produced through real, empirical execution of local test pipelines.
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JWT Algorithm Confusion Vulnerability & Remediation

Zero-Trust Secure Backend & Identity Threat Detection - Portfolio Technical Dossier

Security Vulnerability & Remediation Report: JWT
Algorithm Confusion & ... ... Signature Bypass

Vulnerability Title JWT Algorithm Confusion & Unsigned Token Acceptance ( alg: none )
Threat ID THR-ELEV-01 (STRIDE: Elevation of Privilege)

CWE-327: Use of a Broken or Risky Cryptographic Algorithm
CWE-347: Improper Verification of Cryptographic Signature

CWE Classification

OWASP ASVS v4.0 V3.5.2 (Verify token signatures are validated using explicit whitelisted algorithms)
MITRE ATT&CK T1550.001 (Use Alternate Authentication Material: Application Access Token)
Severity Critical (CVSS v3.1: 9.8 / AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H)

1. Vulnerability Overview & Discovery Vector

During security code analysis of token parsing routines in the authentication subsystem, an algorithm confusion vulnerability was identified.
The vulnerable parser dynamically inspected the token header alg field prior to verification and permitted unvalidated algorithm values,
specifically falling back to an unverified payload decode when alg: none was supplied.

An unauthenticated remote attacker could craft an unsigned JWT token containing arbitrary administrative claims ( {"sub": "attacker",
"role": "admin"} ) with header {"alg": "none", "typ": "JWT"} and an empty signature component ( <header_b64>.<payload_b64>. ).

When submitted to protected APl endpoints, the backend processed the token as valid, completely bypassing HMAC-SHA256 signature
verification and granting full administrative privileges over all case files and audit logs.

2. Proof of Concept (PoC) Exploit

The exploit script ( scripts/vuln_demo/exploit.py ) constructs a token with an unsigned payload and submits it:

# Exploit logic
def create_forged_alg none_token(user_id: str, role: str) -> str:
header = {"alg": "none", "typ": "JWT"}
payload = {
"sub": user_id,
"role": role,
"iat": int(time.time()),
"exp": int(time.time() + 3600),
"type": "access"
¥
h_b64 = base64.urlsafe_b64encode(json.dumps(header).encode()).decode().rstrip("=")

p_b64 = base64.urlsafe_b64dencode(json.dumps(payload).encode()).decode().rstrip("=")
return f"{h_b64}.{p_b64}."
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Execution Output:

=== [EXPLOIT SIMULATION: JWT ALGORITHM CONFUSION (THR-ELEV-01)] ===
Forged 'alg: none' Token: eyJhbGciOiAibm9uZSI...eyJzdWIiOiAiYXROYWNrZXIiLCAicm9sZSI6ICIhZG1lpbil9.

1. Testing against Vulnerable Token Verifier...
[!] EXPLOIT SUCCESSFUL! Attacker bypassed signature check and acquired role: 'admin'

2. Testing against Remediated Hardened Token Verifier...

[+] ATTACK BLOCKED! Hardened verifier rejected forged token: Insecure algorithm none rejected.

3. Root Cause Analysis & Remediation Diff

Root Cause:

The parser allowed the client-controlled header alg to dictate whether cryptographic signature validation occurred, violating zero-trust
verification rules.

Remediation Diff:

--- vulnerable_verifier.py
+++ remediated_verifier.py
@@ -1,13 +1,21 @@
import jwt
-from typing import Dict, Any
+from typing import Dict, Any
+from fastapi import HTTPException, status

+ALLOWED_ALGORITHMS = ["HS256"]
+
-def verify_token_vulnerable(token: str, secret: str) -> Dict[str, Any]:
unverified_header = jwt.get_unverified_header(token)
alg = unverified_header.get("alg")
if alg == "none" or alg is None:
return jwt.decode(token, options={"verify_signature": False})
return jwt.decode(token, secret, algorithms=[alg])
verify_token_remediated(token: str, secret: str) -> Dict[str, Any]:
try:
header = jwt.get_unverified_header(token)
if header.get("alg") not in ALLOWED_ALGORITHMS:
raise HTTPException(
status_code=status.HTTP_401_ UNAUTHORIZED,
detail=f"Insecure algorithm {header.get('alg')} rejected. Only {ALLOWED_ALGORITHMS} allowed."
)
return jwt.decode(
token,
secret,
algorithms=ALLOWED_ALGORITHMS,
options={"verify_signature": True, "require": ["exp", "sub", "role", "iat"]}
)
except jwt.PyJWTError as e:
raise HTTPException(status_code=status.HTTP_401_ UNAUTHORIZED, detail=str(e))

4. Verification & Regression Testing

Automated verification harness ( scripts/vuln_demo/verify_fix.py ) executes continuously in Cl: - Test 1: Proves exploit payload triggers
on the vulnerable target. - Test 2: Proves the hardened verifier unconditionally rejects alg: none , malformed signatures, and expired
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claims with HTTP 401 Unauthorized .

Page 12



19/08/2026, 15:09 Zero-Trust Secure Backend & Identity Threat Detection — Technical Whitepaper

Empirical Evaluation Metrics & Latency Benchmarks

Zero-Trust Secure Backend & Identity Threat Detection - Portfolio Technical Dossier

Empirical Evaluation & Security Benchmark Results

This document presents the reproducible, empirical evaluation results for the Zero-Trust Secure Evidence Exchange & Identity Threat
Detection Engine.

INTEGRITY STATEMENT: All metrics reported below originate from execution runs of scripts/eval/run_eval.py on synthetically
generated telemetry datasets ( scripts/generate_traffic/ ). No numbers are fabricated or estimated.

1. Behavioral Identity Threat Detection Performance

The behavioral threat detector was evaluated using an unsupervised IsolationForest model ($n_{\text{estimators}}=150$,
$\text{contamination}=0.04$) trained exclusively on 300 benign baseline analyst sessions.

Evaluation Dataset Composition

« Benign Baseline Training Set: 300 sessions (normal business hours, corporate geo-coordinates, single device fingerprint, low
request velocity).

« Held-out Benign Test Set: 150 sessions across partitioned evaluation controls.

o Credential Stuffing Set (T1110.004): 50 sessions (high-velocity botnet bursts and low-and-slow human cadence edge cases).
« Impossible Travel Set (T1078): 50 sessions (intercontinental jumps $> 3,000$ km/h and high-speed cross-border hops).

o« MFA Push-Bombing Set (T1621): 50 sessions (rapid off-hours bombardment bursts and boundary daytime retries).

o Held-out Blended Pattern (Generalisation Check): 30 sessions (subtle combination of mild off-hours, moderate velocity, and minor
location drift).

Detection Metrics (Precision, Recall, F1-Score, Anomaly Scores)

Identity Attack MITRE True False Mean
i Positives . Anomaly
Vector Technique Negatives (FN)
(TP) Score
Credential
) T1110.004 50 48 2 0.9600 0.9600 0.9600 -0.1842
Stuffing
Impossible
T1078 50 50 0 0.9615 1.0000 0.9804 -0.0915
Travel
MFA Push-
. T1621 50 49 1 0.9608 0.9800 0.9703 -0.1984
Bombing
Held- T107
eld-out g78)/ 30 30 0 1.0000 1.0000  1.0000  -0.1218
Blended Pattern T1110

Benign False Positive Rate (FPR) & SecOps Operational Handling
o Total Held-out Benign Sessions Tested: 150
« False Positives (FP): 6

o True Negatives (TN): 144
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« False Positive Rate: 4.00% (consistent with the 4% training contamination rate)

« SecOps Operational Context: Tuned for high recall in high-security forensic case exchange environments. Rather than automatically
locking out legitimate users on an anomalous session, flagged sessions route to SOC analyst step-up verification and high-priority
audit alerting.

2. Latency Overhead Profiling

Latency profiling was performed over 500 request cycles comparing raw baseline processing versus the complete zero-trust defense stack
(JWT verification + Vault envelope AES-256-GCM encryption/decryption + field-level Pll crypto):

Component / Layer Average Latency (mS)

Baseline Raw Endpoint < 0.001 ms In-memory unauthenticated JSON response
Full Zero-Trust Security Stack 2.236 ms Access token validation + Envelope AES-256-GCM + Field PII crypto
Total Security Overhead +2.236 ms Total cryptographic and policy enforcement latency per request

3. Automated Static & Dynamic Analysis (SAST & DAST)
The CI/CD pipeline executes automated security scans on every commit via GitHub Actions ( .github/workflows/ci.yml ).

SAST Findings (Semgrep p/default & p/owasp-top-ten )

A . n . Remediation
Finding / Rule ID Severity File / Location

Date

python.jwt.security.unverified-jwt-

High scripts/vuln_demo/vulnerable_verifier.py Fixed 2026-08-19
decode
python.sqlalchemy.security.audit- Low - Verified
; src/api/cases.py 2026-08-19
logging-coverage (Info) Pass

DAST Findings (OWASP ZAP Baseline)

Alert Title Target URL Status / Mitigation

Missing Anti-clickjacking Header (X- Resolved via FastAPI middleware security
= Low http://localhost:8000/

Frame-Options) headers ( DENY )

Restricted to whitelisted origins

Insecure CORS Configuration Medium http://localhost:8000/
( WEBAUTHN_ORIGIN )

Content-Security-Policy (CSP) Header

- Medium http://localhost:8000/ Resolved via FastAPI middleware CSP directive
issing
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